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Bring Your Own Device (BYOD) 
– Don’t be in denial

Most mobile devices within the 
workplace are already employee-
owned and on the increase, it is a 
non-reversible trend so unless you can pro-actively 
address this it’s likely you’ll end up in a situation where 
applications and data end up on these devices outside 
of the visibility and control of the IT department. 
Don’t ignore BYOD and make it part of your EMM 
strategy, even if it’s a basic policy. A more flexible 
approach is to consider CYOD (Choose Your Own 
Device) where IT leaders allow users to select from 
a number of different devices. This gives the user 
more freedom in exchange for accepting a device 
that the company can control and secure. Also, where 
possible, investigate taking advantage of new features 
which provide users with visibility of what personal 
information the IT department is 
collecting from them. 
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An enterprise mobility guide for Financial Services

Five key considerations for successful 
Enterprise Mobility Management

The delivery of mobile applications to business users continues to 
present significant opportunities for Financial Services firms however 
the enterprise mobility technology sector has a reputation for being 
very difficult to navigate with many common pitfalls in deployment. The 
nature of this fast moving market which has been driven by a revolution 
in consumer led mobile technology continues to test many IT leaders 
looking to make successful investments in this area.

Lanware gives advice on how to avoid some of the common issues, 
work with your users and stay ahead of the game with your Enterprise 
Mobility Management (EMM) programme:

The fast moving world of enterprise mobility continues to present 
significant opportunities and risks for Financial Service organisations 
on their digital transformation journey. The scale and pace of this 
technology change, when combined with the user impact and 
increasing security and regulatory requirements, make many of these 
deployments risky without seeking the appropriate support from a 
partner like Lanware.

Maximise the value from your 
EMM investment

Most businesses only use a fraction of the functionality 
offered by an EMM solution, and therefore never get 
the full benefit from their investments. The typical 
organisation starting point is the need to deliver email 
securely, however the service rarely progresses on 
to deploy other business applications, documents or 
enabling other features such as identity management. 

The original business case was either too 
narrow, or the project team gave up due 
to challenges getting the technology to 
do what it’s meant to do. Leaders should 
build an on-going programme 
and business case to review 
mobility opportunities 
and maximize the value 
from their investment. 
Those initial technical 
challenges which may 
have limited success, 
will be addressed over 
time by the vendors.
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Be prepared, enterprise 
mobility is in a state of flux

Maximise user 
engagement

Assess security and regulatory 
requirements  
thoroughly

About Lanware

The enterprise mobility market is fast moving and chaotic.  Many of 
the products lack maturity and the marketing hype is widespread. 
There are various reasons for this such as the huge rise of consumer 
mobile devices entering the workplace which have not been designed 
for business, the wide scope of for ever changing mobile technology, 

and solutions vendors who tackle the problem 
from different historical start points. A utopian 
EMM solution is the software that connects mobile 
devices to their business applications and can 
provide a broad set of management capabilities. 
Few vendors manage to do all this well, you need 
to be prepared for the trade-off. If security is your 
top priority for example, don’t expect the best 
user experience. Finding a reliable product which 
provides the core functionality you need, with good 
vendor support is the challenge – “good enough” 
should be what you’re looking for.

The European BYOD 
market is expected 
to grow to...

 (Micro Market Monitor)

(Forrester)

of mobile professionals will 
conduct their work on personal 
smart devices...

A recent Gartner Magic 
Quadrant survey revealed 
that most companies use 
only the basic Mobile 
Device Management (MDM) 
features and ignore the rest 

on the basis of cost and 
complexity.  
(Gartner) 

More than 50%  
of organizations rely 
on their users to 
protect personally 
owned devices. 
(SANS Institute Research Survey)

Even at the best of times, IT leaders have a 
tendency to under-estimate the need to engage 
with the end users. Within EMM the need 
for user engagement is paramount. Mobile 
technology has become hugely important to 
everyone’s personal lives, this means that 
expectations in terms of user experience is high 
and important business requirements which may 
impact these (such as device security) won’t be 
received well. The most common example of this 
is forcing a complex passcode to unlock a device. 
In most cases, user expectations can be managed 
up front. Involve your users explaining what 
you’re looking to achieve and provide simple 
training. This will also avoid any unnecessary 
support overheads, or the likelihood of users 
looking to circumvent your solution.

Balance the need for a user friendly 
experience with the security and regulatory 
requirements of your organisation. A minimum 
baseline for device management policy is 
normally enough to satisfy basic privacy and 
security obligations but make sure you impact 
assess your business units and users in terms 
of their regulatory obligations, particularly if 
you are operating globally. European BYOD 
programmes have been impacted by un-
expected issues like local labour laws which 
limit weekly working hours. Furthermore there are 
major additional regulations on the horizon such 
as General Data Protection Regulation (GDPR), the 
initiative by which the European Union intends to 
expand its control over personal data, and privacy 
for its citizens. Where personal data is being stored 
or processed on a mobile device, security controls 
and policies will need to be tighter than current 
levels and businesses must be able to identify, 
report and manage any data breaches. The risk of 
non-compliance is a fine of €10 million or 2% of the 
company’s global annual revenue (whichever is the 
highest amount).
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Established in 1993, Lanware is a specialist provider of IT Managed Services, Outsourcing and 
Private Cloud to the Financial Services sector.

Speak to us today
+44 (0)20 7150 1190

Send us an email
enquiries@lanware.co.uk

Visit our website
www.lanware.co.uk

Get in touch For more information on how to maximise security in your regulated organisation

$74.70 
billion by 2019.

Over 70%…

53%  
of information 
users use their own 
personal devices 
for work;  
install unsupported 
software; or use 
unsupported Internet 
based services like Dropbox, 
Skype, Twitter, or Facebook 
to help them do their jobs.  
(Forrester)


