Information Security & Compliance
Meeting FCA outsourcing regulations and global
standards on information security.

Information Security
Working exclusively with FCA and PRA-regulated clients,
Lanware puts security in the spotlight.
Every service we provide, every partner we select, and every
colleague who joins our team – they’re all linked by a focus on
information security.

An independently assessed security system
Our Information Security Management System (ISMS) is
audited by the British Standards Institute (BSI) and certified
to the ISO27001 standard – an internationally recognised
best practice management standard for information
security. Only one in every 2,500 UK private sector
businesses have achieved such a high standard.
The ISMS is built on the following core principles, which are
requirements of the standard:

Operations
The conduct of regular security
committee meetings in order to
ensure operational planning and
control processes, so that any risk
treatment plans are enforced.

Context
Includes assessment of internal
stakeholders (governance,
capabilities, culture and
contracts) and external factors
(environmental conditions, trends
and drivers).

Support
Information requirements of the
ISMS are defined, and controls
are implemented to manage the
handling of all ISMS documents.

Evaluation
We monitor, measure analyze and
evaluate information security.
Internal and BSI external audit
programs are implemented to
evaluate ISMS performance.

Improvement
Continual improvement of the
ISMS suitability, adequacy and
effectiveness is a core principle
of the ISO27001 standard.

Security and
compliance at
every level
With Lanware, every aspect
of your infrastructure is
hosted in an enterprisegrade datacentre. There, it
is managed and monitored
by experts in information
security, under an ISO27001
certified Information Security
Management System (ISMS).

Infrastructure

Desktop

Your cloud-based infrastructure
is located in a redundant, highly
available, and highly secure tier 1
industry leading data centre.

Users can access their secure
desktop from anywhere, allowing
them to work flexibly.

Leadership
Senior Management are
closely involved in creating
and supporting the ISMS,
establishing the Information
Security Policy, and ensuring
security roles and responsibilities
are clearly defined.

Planning
Identification of risks and
opportunities along with risk
assessment and treatment
processes allow us to create
security objectives and plans to
achieve them.

• Reduces operational
and managerial
overheads
• Creates clear and
transparent fiscal models
for your organisation

All managed on
your behalf and
monitored around
the clock.

Get in touch

Applications

Backups &
Disaster Recovery

Every application is patched to
protect against latest vulnerabilities,
managed and controlled in a single
centralised instance.

Data is replicated between
distinct geographic locations,
avoiding the risk of complete loss
in the event of a local disaster.

Speak to us today
+44 (0)20 7150 1190
Send us an email
philip.sheen@lanware.co.uk

